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Challenges and risks of losing the trust in media in 
the light of digital media due to privacy violations 
and cyber-attacks in the Kingdom of Saudi Arabia 

(A field study) 

2. Abstract: 

Social media has privileges in technological superiority in 
various positive and negative aspects. This study is concluded by 
aggregating experts' opinions in the field of digital technology, 
totaling 30 samples from vital sectors who have a better 
understanding of security and cyberterrorism. Additionally, the 
study comprises 39 samples of ordinary individuals, who have 
actual experiences and have been affected by privacy violations, 
resulting in a total sample size of 69. Their opinions were collected 
through an electronic questionnaire, constituting a descriptive field 
study. The researcher pointed out that the advancement in 
information technology is moving in two opposing directions: while 
enhancing cybersecurity protection, it simultaneously increases 
penetrations to provide technology to terrorist cells. Violations and 
cyberterrorism lead to losing the trust in digital systems. Thus, the 
main problem was formulated regarding the challenges and risks 
of losing trust in media in the era of digital media, focusing on 
privacy violations, cyber-attacks, and loss of trust in digital 
systems. Subsidiary questions included: how do companies and 
institutions envision enhancing information security strategies to 
mitigate cyber threats and how to measure the effectiveness of 
security measures taken to counter cyber threats in the digital 
environment? Among the objectives were exploring the 
importance of information security awareness and enhancing 
digital awareness among the public and professionals in this field, 
evaluating current policies and legislations related to privacy 
protection, providing suggestions to enhance and improve them, 
and reaching a set of recommendations in light of the results 
obtained for implementation and utilization. Two hypotheses were 
developed in this regard, and the study's results revealed that 
privacy policies are similar on most social media platforms, in 
addition to the exploitation of user-collected information because 
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the policy is unclear or incomprehensible to all users. Free 
services are not actually free; they benefit from information in one 
way or another and trade in it. Privacy violations cause anxiety 
and psychological pressures, leading to the deterioration of social 
relationships between users and digital media. Interactive media 
platforms make it difficult to distinguish between accurate and 
misleading information Targeted advertising increases users' 
concerns about their privacy, Hence, the importance of digital 
education and awareness in increasing awareness of the risks and 
challenges facing media trust in digital media. Therefore, the 
recommendations included societal awareness of the risks of 
privacy violations under a media policy to alert and educate the 
public about their rights, pressures on social media administrations 
to force them to respect privacy rights, and the inclusion of an 
educational curriculum on digital media. 

Keywords: Losing trust - Digital Media - Privacy 
Violations - Cyber Attacks 
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 FangSocial Media Changed the 
Notion of Privacy

https://blog.checkpoint.com/2023/01/05/38-increase-in-2022-global-cyberattacks/#:~:text=Global%20cyberattacks%20increased%20by%2038,%2Dlearning%20post%20COVID%2D19.
https://blog.checkpoint.com/2023/01/05/38-increase-in-2022-global-cyberattacks/#:~:text=Global%20cyberattacks%20increased%20by%2038,%2Dlearning%20post%20COVID%2D19.
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 معاملات الانحدار الخطي البسيط

المتغير 
 المستقل

المتغير 
 التابع

R R2 F F-sig B t t - sig VIF 

انتهاك 
فقدان  الخصوصية

 الثقة

5.555 5.555 55.555 5.555 5.558 5.555 5.555 5.555 

الهجمات 
 السيبرانية

5.555- 5.555 5.555 5.555 5.555- 5.555- 5.555 5.555 

FSig

R2B
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t
t-sig

VIF
Variance Inflation Factors

ToleranceVIF = 1 / Tolerance

F
Sig

R2B

tt-sig

VIFVariance Inflation Factors
Tolerance

VIF = 1 / Tolerance
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